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Abstract— To improve the security of data by using Elliptic Curve 

Cryptography (ECC) Algorithm. The duplicated data will be detected 

and avoid with a Secure Hash Algorithm (SHA). In many case when the 

dishonest Cloud Service Provider (CSP) deliberately recompense an 

empty set for the query requested by the user so we avoid this fraudulent 

result  by using Bloom filter tree(BFT)which is used to check the 

exactness and completeness of the query result. Elliptic Curve 

Cryptography is used to improve the security and throughput rate. 

Another use of ECC algorithm is used to improve the integrity in Cloud 

while the data travelling from Data Owner to user over the Network. The 

deduplicated method is used to avoid duplicated Copies of data from 

other Data Owner and save our storage space in Cloud. The Arbitration 

Center which helps us to identify the duplicated copies and correct cloud 

users to upload and download the data. 

 

1. INTRODUCTION 
 

             Cloud Computing which is used to deliver the resource 

over an internet without handling any hardware and software 

device we have to manipulate, update, retrieve the data in cloud 

computing. The Cloud Service Provider which is used to provide 

the services to the user. Cloud Computing is the distribution of 

many services they are software (SAAS), platform (PAAS), 

infrastructure (IAAS) over an Internet these services are provided 

by cloud oriented company. The infrastructure which is a services 

provides both hardware and software as a service by virtualization 

technology to the cloud users it is also known as free of cost. 

Virtualization is a process of creating a virtual version of operating 

system, server, hardware, software in IAAS. Virtual Machine 

(VM) is like a computer running within a computer and also known 

as a “guest” machine. VMI virtual machines which are supported 

by hypervisor like Xen, Kvm, VMware, Virtual box etc. Elliptic 

Curve Cryptography (ECC) algorithm has gained a lot of 

successfulness in the industry towards security. The principal of 

ECC compared to RSA is that it offers equal security with smaller 

bit size compared with RSA ECC algorithm has reduce 

computation overhead, bandwidth. ECC is a good secured 

algorithm in Cloud Computing. Now a days the Cloud Computing 

Technology is the emerging Technology in the storage area. 

Sharing, storage, and visualization, querying and then updating 

and that way the data will be secured. SHA Secured Hash 

Algorithm here which is used to identify the duplicated copies. The 

Arbitration center helps to verify the Cloud user.  

 

2. RELATED WORK 

 

2.1 Verifiable Auditing for Outsourced Database in 

Cloud Computing. 
  

  Over Cloud Area there required lot of security for data 

by this there provide many algorithms for security. The Verifiable 

Auditing (AC) is used to verify the users there is no subsisting 

system can perfectly find out the correct properties for accuracy 

and completeness of query request. The Cloud Service Provider 

unfortunately sometimes provide the empty set for the query 

request. to avoid this here used new Verifiable Auditing scheme 

for Outsourced Database which is concurrently for achieve both 

accuracy and completeness of the query request even an Cloud 

Service Provider can deliberately returns an empty set Further, the 

proposed system can be used to support the dynamic database 

setting by joining the verifiable database checks with an updates. 

Bloom Filter which is used to check whether the data is present or 

not in the data set the new scheme called Evdokimov’s scheme is 

used here to encrypt the data. The benefit is that the user can 

powerfully performing the verifiable auditing for the result 

returned by the CSP in this paper there is many difficulties are 

there is less security, uploading downloading time is high, the 

chance is less to check the duplicated copies and the Cloud Service 

Provider save more space in Cloud. 

 

 2.2 A Review and Comparative Analysis of Various 

Encryption Algorithms                
     

                Cryptography algorithm is the technique or some 

formula that makes the data secure by providing security the 

cryptography is a formula or something which we cannot identify 

the original data. Cryptography is a method that is to allow data to 

send in a secure form in a way that the only person able to retrieve 

this information is the corresponding recipient. The mostly use of 

networking for data exchange over the network while 

communicating to one and another over network. While 

communication it is very important to encrypt the message so that 

intruder cannot read the message. Network security which is 

mostly based on cryptography. Basically, Cryptography is an art 

of hiding information by encrypting the message. The information 

(encryption) is it into an unreadable format (encrypted text), called 

cipher text. Among the algorithms taken under consideration, some 

of them are block cipher like RSA, DES, AES, Blowfish, Two fish, 
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Three fish algorithms etc. and some of them are stream cipher i.e. 

ECC, RC5 etc.  

 

3. IMPLEMENTATION 
 

              The cloud is used for data store, retrieve here we provide 

security for our data first the data owner have to complete their 

registration in cloud after that the cloud which generates the private 

key based upon their mail and password the private key will be 

secured which is used to upload and download their data here for 

security ECC algorithm is used for encrypt and decrypt the data 

here it is good security by using a large key size it is asymmetric 

cryptography algorithm is to encrypt here two types of keys used 

to encrypt and decrypt the data. The communications will be 

secured. In previous there is no duplicated copies checked so here 

used SHA algorithm is used for detect duplicated copies and avoid 

it. The hash code is unique which is stored in Arbitration Center is 

used to verify the duplicated copies and correct users to upload and 

download data’s. AC verify the user and decrypt the data provide 

to the users. 

 

4. ARCHITECTURE 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Fig. 1.Architecture of proposed system. 

 

5. MODULES 
 

 5. 1: Data owner Registration 
 

 The data owner have to register their details in Cloud to 

upload and download their data. Data owner encrypts text into 

cipher text. Data owner generates encryption key. Data Owner 

Create unique Hash key Based on file Content. Data owner send to 

file and hash key to auditor server. Data owner is not directly send 

to csp. And data owner is not save already store the same file name 

and file contents in auditor server and csp. Only can store unique 

file name and file contents. The cloud alternatively checks the 

correct user and provide the data to user. The ECC algorithm which 

is used to encrypt and decrypt the data it is asymmetric crypto 

system two types of keys used to encrypt and decrypt. 

 

5.2: Detection of Deduplication by using SHA Algorithm. 
 The Arbitration Center gets the hash key from Data 

Owner and checks if any file already exists or not. If so the Data 

will be avoid and give message to the Data Owner by using SHA 

algorithm. The main purpose of AC is used to check the private 

key which is given by users the AC Matches the private key with 

the corresponding person’s mail id and password the checking 

process is easy which is used to get the original content by SHA 

algorithm. The Deduplication process is used to avoid the wastage 

of memory space in Cloud. 

 

5.3: Creation of Arbitration Center (AC) Modules. 
               The Data Owner encrypts Their Data using ECC and 

store it to AC. The AC get private key encrypted data then checks 

user’s key which is provided by the CSP and gives data to users. 

The Arbitration Center while getting a private key it checks 

whether the private key is correct or not. If private key matched the 

corresponding Data Owner then get encrypted data and decrypts 

the data to users then provide to the corresponding Data Owner. 

 

5.4: Data User 
 

              The Data user first registration in cloud and then they get 

user key and can login cloud environment. Then the user  is can 

search required file from CSP.The user is send query to csp and get 

file name and hash key. That file name and hash key and user key 

send to auditor server. The auditor server is send to original file 

then user download request file. 

. 

5.5: Performance analysis 
 

 The security will be improved while compared with 

previous algorithm Advanced Encryption Standard Algorithm it is 

symmetric cryptosystem single key used in ECC it used two keys 

another thing it is fast key generation algorithm good security 

compared with AES algorithm. 

 

6. CONCLUSION 
 

                The goal of the system is to increase the security by using 

Elliptic Curve Cryptography which contains two types of keys 

private and public key and integrity is achieved. Sometimes the 

Cloud Service Provider (CSP) deliberately returns an empty set for 

the query requested by the user to avoid this Misbehavior of CSP 

so the Bloom filter tree is used to check the accuracy and 

completeness of the query result. The Deduplication is achieved by 

unique hash code produced by SHA using algorithm. 
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